CGran;
\G-rgmte

GRANITE ENTERPRISE MOBILITY

Mobile Security & Compliance

Solution Overview

Customer Challenge

Employees are highly mobile and use their mobile devices to access company
information on non-company managed networks. WWhen connected to cellular,

residential or public Wi-Fi, mobile devices are no longer protected, and

security threats, such as mobile phishing, malware infection, and data leakage,

are emerging through multiple mechanisms and apps, such as email, SMS,
WhatsApp, and Facebook Messenger.

Mobile Security & Compliance

Granite provides the best available protection against mobile threats by
detecting and blocking any device attempting to connect to phishing sites,
malicious hosts, unofficial app stores or CnC servers. The solution detects
and prevents attacks at the network level and pro-actively scans for
vulnerabilities at the device level. It can be configured to enforce your
organization’s policies by blocking access to content deemed inappropriate
in a work environment.

Key Benefits

e Protects employees from security threats while on Wi-Fi and cellular data
e Simple setup process that takes minutes per user/device

e Provides control of app and web-browser Internet traffi c

e Detailed reporting of user data for company and individuals

e Separate policies can be confi gured for diff erent groups of employees

e Access to certain business websites/apps even after data cap is reached
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Mobile malware campaigns increased by
nearly 2X between 2016 and 2017, from 8
million attacks to 22 million per day(1)

SourceY): McAfee Mobile Threat Report, 2018
Security & Compliance Toolkit

e Protects against full range of mobile
threats

e Filters and blocks access to malicious
sites and content

e Real-time monitoring based on latest
threat intelligence

e Prevent access to content
considered inappropriate, harmful or
illegal

e Restrict usage of unapproved cloud
services, e.g., Dropbox
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